
 

COMPUTING INNOVATIONS AND APPLICATIONS 
1 

 

 
 Open Access 

AI-Driven Threat Intelligence: Enhancing Cyber Defense with 

Machine Learning 

Rajendra Muppalaneni1, Anil Chowdary Inaganti2, Nischal Ravichandran3, 

Lead Software Developer1, Workday Techno Functional Lead2, Senior Identity Access Management Engineer3, 

muppalanenirajendra@gmail.com1, anilchowdaryinaganti@gmail.com2, nischalravichandran@gmail.com3  

A b s t r a c t   

The rapid evolution of cyber threats, including advanced persistent threats (APTs), ransomware, and zero-day 

exploits, necessitates a shift from traditional security measures to more adaptive and proactive defenses. Artificial 

Intelligence (AI) and Machine Learning (ML) have emerged as transformative technologies in cybersecurity, offering 

real-time threat detection, automated response mechanisms, and continuous learning capabilities. This paper 

presents an AI-powered threat intelligence framework that integrates data collection, processing, anomaly detection, 

and automated response to enhance cybersecurity resilience. AI-driven models leverage behavioral analysis and 

pattern recognition to identify cyber threats, reducing human workload and improving threat detection accuracy. 

Moreover, continuous learning techniques, including reinforcement learning and adversarial training, enable AI 

systems to adapt to evolving attack strategies. The findings underscore the necessity of AI-driven cybersecurity in 

safeguarding digital assets, minimizing response times, and strengthening organizational security postures. 
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Introduction 

As cyber threats continue to evolve in complexity and frequency, traditional security measures struggle to 

keep pace with the rapidly changing threat landscape. Cybercriminals are employing increasingly 

sophisticated techniques, including advanced persistent threats (APTs), ransomware, phishing attacks, and 

zero-day exploits. These advanced attack strategies make it difficult for conventional security solutions to 

detect and mitigate risks effectively[1]., leaving organizations vulnerable to breaches, data theft, and 

operational disruptions. The growing interconnectivity of digital infrastructure further exacerbates these 

challenges, as organizations across industries face an ongoing battle to secure their digital assets against 

adversaries who exploit vulnerabilities at an unprecedented rate[2]. 

In response to these mounting cybersecurity challenges, Artificial Intelligence (AI) and Machine Learning 

(ML) have emerged as transformative technologies capable of enhancing traditional security defenses through 

proactive threat intelligence, predictive analytics, and automated response mechanisms. AI-driven 

cybersecurity solutions provide a paradigm shift in how organizations defend against cyber threats by 

leveraging real-time data analysis, pattern recognition, and adaptive learning. Unlike traditional signature-

based security measures that rely on predefined attack patterns, AI employs behavioral analysis and anomaly 

detection to uncover previously unknown threats, including zero-day vulnerabilities that conventional 

methods fail to detect.[3][4] 

By automating threat detection and response processes, AI-powered cybersecurity solutions significantly 

reduce response times, minimizing the impact of cyberattacks before they cause extensive damage[5]. AI 

enhances situational awareness by providing continuous monitoring and adaptive security measures that 

evolve in response to emerging threats. This proactive approach enables organizations to stay ahead of 

cybercriminals rather than merely reacting to security incidents after they occur. Furthermore, AI can facilitate 

predictive threat modeling, allowing security teams to anticipate potential attack vectors and mitigate 

vulnerabilities before they are exploited.[6] 

AI-driven cybersecurity not only strengthens an organization's ability to defend against cyber threats but also 

reduces the burden on human analysts. The sheer volume of security alerts and data logs generated daily can 

overwhelm even the most experienced security teams, leading to alert fatigue and slower response times. AI 

assists in filtering out false positives, prioritizing genuine threats, and automating routine security tasks, 
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enabling cybersecurity professionals to focus on more strategic and high-impact security efforts. AI-powered 

tools leverage continuous learning to improve their detection capabilities over time, refining threat 

identification models based on new data and attack patterns. This continuous improvement is crucial in an era 

where cybercriminal tactics are rapidly evolving.[7] 

AI's applications in cybersecurity extend beyond traditional threat detection and mitigation. Advanced AI-

driven solutions integrate natural language processing (NLP) to analyze threat intelligence reports, detect 

phishing attempts, and identify malicious communications[8]. Deep learning algorithms enhance network 

security by identifying suspicious activities and automatically responding to threats before they escalate. 

Furthermore, AI can be used for biometric authentication, fraud detection, and risk assessment, bolstering 

security measures across various domains[9]. 

The growing complexity of cyber threats and the limitations of traditional security measures make AI and 

machine learning indispensable in modern cybersecurity frameworks. AI enables organizations to implement 

real-time threat detection, automated incident response, and continuous learning to counter evolving attack 

techniques. Organizations that integrate AI into their cybersecurity infrastructure gain a competitive advantage 

by strengthening their resilience against cyber threats and minimizing potential damages from security 

breaches.[10][11] 

As AI and ML technologies continue to evolve, their integration into cybersecurity frameworks will become 

increasingly vital for organizations seeking to bolster their defenses[12]. The implementation of AI-driven 

threat intelligence is no longer a luxury but a necessity in today’s digital era. By leveraging the power of AI, 

organizations can detect, analyze, and respond to threats faster and more efficiently, ensuring a more resilient 

cybersecurity posture[13].  

Additionally, ethical considerations and regulatory compliance play a crucial role in AI-driven cybersecurity 

adoption. Organizations must ensure that AI-powered security solutions adhere to data privacy laws, ethical 

AI principles, and industry standards. Proper governance and oversight are essential to maintaining the 

integrity and reliability of AI-driven cybersecurity frameworks[14].  

 

Figure 1: AI-ML in Cyber Security 

 

In this article , the AI-powered threat intelligence framework, detailing its data collection, processing, threat 

detection, automated response, and continuous learning phases. It describes how AI gathers, cleans, 

normalizes, and analyzes data from multiple sources, including network logs, cloud environments, and 

security feeds, to enhance cybersecurity. AI-driven machine learning models classify cyber threats, leveraging 

techniques like anomaly detection, supervised learning, and deep learning for accurate identification. The 

methodology also covers automated response mechanisms, where AI takes real-time actions such as blocking 

threats, isolating compromised systems, and deploying countermeasures. Furthermore, continuous learning 
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ensures AI evolves by integrating reinforcement learning, adversarial training, and real-time threat intelligence 

updates to adapt to emerging cyber threats. This structured approach enhances threat detection accuracy, 

minimizes response time, and strengthens cybersecurity resilience.  

Methodology 

AI-powered threat intelligence utilizes ML algorithms to analyze vast amounts of data from multiple sources, 

including network traffic, system logs, and external threat databases. The methodology involves several key 

steps that contribute to a comprehensive cybersecurity framework. 

The data collection phase serves as the foundational step in AI-driven cybersecurity, where structured and 

unstructured data is gathered from diverse sources to enhance threat detection and analysis. AI systems acquire 

data from network endpoints, cloud environments, security feeds, and external threat intelligence platforms, 

ensuring comprehensive coverage of the cybersecurity landscape. Network endpoints, including computers, 

routers, and IoT devices, generate logs and activity records that provide insights into potential security threats. 

Cloud environments contribute authentication logs, access patterns, and telemetry data from services such as 

AWS, Azure, and Google Cloud. Additionally, security feeds from intrusion detection systems (IDS), 

firewalls, and antivirus tools offer real-time security event data, while external intelligence platforms provide 

updates on emerging threats, vulnerabilities, and adversarial tactics. 

Once collected, data is aggregated and centralized into repositories such as security data platforms or data 

lakes, allowing for efficient storage, normalization, and standardization across multiple formats. This process 

ensures consistency and reduces redundancy while facilitating large-scale data processing. The integration of 

multiple data sources enhances the accuracy and reliability of AI-driven security analysis by creating a holistic 

cybersecurity view. By leveraging vast and diverse datasets, AI can improve threat detection capabilities, 

reduce false positives, and identify anomalies with greater precision. The comprehensive data collection 

process enables AI-driven cybersecurity systems to proactively detect, analyze, and mitigate security threats, 

enhancing overall cyber resilience. 

 

Figure 2: Data Collection  

Raw cybersecurity data often contains inconsistencies, missing values, or duplicate records that can hinder 

effective analysis. Data cleaning ensures the removal of incomplete, irrelevant, or corrupted data points, 

improving the dataset's integrity. Normalization standardizes the data by converting different formats, units, 

or scales into a uniform structure, allowing AI algorithms to process and compare data efficiently. This step 

is particularly important when integrating data from multiple sources, such as security logs, cloud telemetry, 

and external threat intelligence feeds [15]. 

After normalization, AI systems apply data transformation techniques to convert raw data into structured 

formats suitable for analysis. This process may include encoding categorical variables, aggregating event logs, 

or structuring free-text data for further processing. One of the most crucial aspects of data processing is feature 

extraction, where AI identifies key attributes, patterns, and relationships within the dataset. Feature extraction 

helps in recognizing suspicious behaviors, such as unusual login patterns, lateral movement within networks, 
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or deviations from normal user activity. Machine learning models rely on these extracted features to classify 

threats and predict cyberattacks with higher accuracy. 

Cybersecurity datasets are often noisy, containing large volumes of irrelevant data, such as harmless system 

alerts, routine network traffic, or false-positive security events. AI-driven systems employ anomaly detection 

algorithms, clustering techniques, and statistical filtering to differentiate between normal and potentially 

harmful activities. This step ensures that AI focuses on high-priority threats, minimizing the risk of alert 

fatigue for cybersecurity analysts. 

To further enhance the system’s threat detection capabilities, advanced data processing techniques such as 

Natural Language Processing (NLP), entity recognition, and deep learning-based feature extraction are 

utilized. NLP techniques enable AI to analyze and interpret human-readable security logs, emails, or dark web 

communications to detect phishing attempts, malware signatures, or insider threats. Entity recognition allows 

AI to identify key cybersecurity-related elements, such as IP addresses, domain names, malware signatures, 

and user credentials, from unstructured data sources. By leveraging deep learning models, AI can uncover 

complex relationships between different threat indicators, improving its ability to detect sophisticated 

cyberattacks hidden within large datasets. 

Once data processing is complete, the refined and structured dataset serves as the foundation for AI-driven 

threat intelligence. By reducing noise, extracting critical features, and applying advanced analytical 

techniques, AI can prioritize cybersecurity threats, detect zero-day vulnerabilities, and provide actionable 

insights for security teams. The processed data is then fed into machine learning models, behavior analytics 

engines, and security automation frameworks to enable real-time threat mitigation and proactive defense 

mechanisms. 

 

 

 

 

 

 

 

 

 

Figure 3: Data Processing 

The threat detection phase is a crucial step in AI-driven cybersecurity, where machine learning (ML) models 

analyze processed data to classify and identify potential cyber threats. This step involves applying various ML 

techniques, including anomaly detection, supervised learning, and deep learning, to distinguish between 

normal and suspicious activities. By leveraging AI-powered algorithms, organizations can detect both known 

and emerging cyber threats with greater accuracy, speed, and efficiency. 

AI-driven cybersecurity systems utilize multiple ML techniques to improve threat detection capabilities: 

Anomaly Detection: AI identifies deviations from normal behavior by analyzing historical data and 

establishing a baseline of expected system activities. Any significant deviation, such as unusual login times, 

irregular data transfers, or unexpected network access, is flagged as a potential security threat. This approach 

is particularly useful for detecting insider threats and advanced persistent threats (APTs). 
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Supervised Learning: In this approach, ML models are trained using labeled datasets containing examples of 

both normal and malicious activities. The model learns to classify incoming data into predefined categories, 

such as benign or malicious, based on historical patterns. Supervised learning is commonly used in malware 

detection, spam filtering, and intrusion detection systems. 

Unsupervised Learning: Unlike supervised learning, this method does not rely on labeled data. Instead, it 

groups similar data points together and identifies anomalies that deviate from common patterns. This 

technique is effective in detecting new and previously unseen cyber threats, such as zero-day attacks. 

Deep Learning-Based Threat Detection: Deep learning models, such as neural networks, analyze large and 

complex datasets to detect sophisticated cyber threats. These models can process high-dimensional data, such 

as network traffic, system logs, and endpoint activities, to recognize hidden attack patterns that traditional 

security systems may overlook [16]. 

AI-driven threat detection systems categorize cyber threats based on the nature of the attack and its impact. 

Some common types of threats identified through ML techniques include: 

AI analyzes system behaviors, executable files, and network traffic to detect known and unknown malware, 

including ransomware, trojans, and spyware. Signature-based detection is complemented by heuristic and 

behavioral analysis to identify evolving threats [17]. 

Using Natural Language Processing (NLP), AI detects phishing attempts in emails, messages, and web pages 

by analyzing linguistic patterns, sender information, and embedded links. 

AI-powered Intrusion Detection Systems (IDS) monitor network traffic in real time to detect unauthorized 

access attempts, brute-force attacks, and data exfiltration attempts. 

AI analyzes network flow data to detect signs of botnet activity or abnormal traffic spikes indicative of DDoS 

attacks. Recurrent Neural Networks (RNNs) and Long Short-Term Memory (LSTM) models help in detecting 

time-dependent attack patterns. 

Modern AI-driven cybersecurity systems employ User and Entity Behavior Analytics (UEBA) to detect threats 

based on behavioral anomalies. AI continuously learns normal user behaviors, such as login frequency, device 

usage, and access patterns. If an AI model detects an employee suddenly accessing sensitive data at an unusual 

time or from an unfamiliar location, it flags the activity as a potential insider threat. Similarly, Network 

Behavior Analysis (NBA) helps detect threats by identifying abnormal patterns in data transfers, connection 

requests, and communication between devices. 

AI-driven threat detection systems operate in real time, ensuring that security teams receive immediate alerts 

upon detecting suspicious activities. Automated Security Orchestration, Automation, and Response (SOAR) 

platforms integrate AI-driven detection with automated response mechanisms, allowing for rapid containment 

of threats. AI can trigger automated actions such as blocking malicious IP addresses, isolating compromised 

endpoints, or enforcing additional authentication measures when a security risk is identified. 

To improve accuracy and reduce false positives, AI integrates external threat intelligence feeds that provide 

updated information on emerging attack techniques, malware signatures, and threat actor behaviors. By 

continuously learning from global cybersecurity data, AI enhances its ability to detect new and evolving 

threats with greater precision. 
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Figure 4: Threat Detection 

The automated response phase is a critical component of AI-driven cybersecurity, enabling real-time threat 

mitigation by taking immediate action upon detecting a security threat. AI-powered security solutions are 

designed to analyze threats, initiate protective measures, and recommend countermeasures without requiring 

manual intervention. By leveraging Security Orchestration, Automation, and Response (SOAR) platforms, 

these systems enhance the efficiency of incident handling, reducing the time it takes to contain and remediate 

cyber threats. Automation minimizes human error, accelerates response times, and reduces the overall impact 

of cyberattacks on an organization's infrastructure. 

Once a cyber threat is detected, AI-driven security systems initiate various automated response actions to 

mitigate risks and prevent further damage. These actions include: 

AI-powered systems generate immediate alerts when suspicious activities or confirmed threats are identified. 

These alerts are prioritized based on the severity and potential impact of the detected threat. The system 

notifies security analysts and IT teams via dashboards, emails, or integrated security management platforms, 

ensuring quick visibility into critical security incidents. 

Upon detecting a cyber threat, AI-driven solutions automatically block malicious activities at different levels, 

such as: 

• AI can prevent unauthorized IP addresses from accessing critical infrastructure, blocking malware-

infected domains, phishing websites, and command-and-control (C2) servers. 

• AI-powered endpoint detection and response (EDR) solutions can isolate compromised devices, 

terminate malicious processes, and remove infected files in real time. 

• AI can automatically revoke or restrict user access when account compromise, credential theft, or 

privilege escalation is detected. 

When a host, endpoint, or network segment is identified as compromised, AI can quarantine it to prevent the 

threat from spreading. Automated containment measures include: AI automatically isolates affected devices 

by placing them in a restricted network zone. 

If an AI-driven cybersecurity system detects malware or ransomware, it can revert infected virtual machines 

to their last known clean state, preventing further damage. 

AI-driven Identity and Access Management (IAM) solutions can suspend accounts exhibiting abnormal 

behavior, such as unauthorized access to sensitive data or excessive failed login attempts. 
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After containment, AI security systems initiate threat neutralization by executing remediation actions such as: 

Deploying Automated Patching: AI detects vulnerabilities in software and applies patches or updates 

automatically to prevent exploitation. 

Rolling Back Malicious Changes: In the case of ransomware attacks, AI can restore encrypted or modified 

files from backup, mitigating data loss. 

Deploying Deception Techniques: AI-driven deception technology creates fake assets, misleading attackers 

and collecting intelligence about their tactics. 

AI-driven security platforms not only automate responses but also provide context-aware recommendations 

for security analysts. These recommendations include: Suggested mitigation strategies based on previous 

attack patterns. Detailed attack path analysis to understand how the threat infiltrated the system. 

Recommendations for strengthening security controls and updating firewall or IDS/IPS rules.AI-driven 

response mechanisms integrate with Security Orchestration, Automation, and Response (SOAR) platforms to 

streamline incident management workflows. This integration enables: Automated Incident Triage: SOAR 

systems categorize and prioritize security incidents based on AI-driven risk assessments. Playbook Execution: 

AI triggers predefined incident response playbooks to handle threats in a standardized manner. Security 

analysts can leverage AI-generated insights to coordinate response actions across multiple teams. The 

adoption of AI-powered automated response in cybersecurity provides several key benefits [18]. Reduced 

Response Time: AI eliminates delays in incident response, preventing attackers from gaining deeper access to 

critical systems. Minimized Human Workload: Automation reduces reliance on security analysts for handling 

repetitive tasks, allowing them to focus on strategic cybersecurity initiatives. Improved Accuracy: AI reduces 

the chances of human errors in incident handling by applying consistent security policies and playbooks. 

Proactive Defense Mechanisms: AI-driven automated response ensures that cyber threats are addressed before 

they cause significant harm, enhancing an organization’s overall cybersecurity resilience. 

 

Figure 5: Automated Response 

The continuous learning phase is the final and most critical step in AI-driven cybersecurity, enabling AI 

models to evolve and adapt to rapidly changing threat landscapes. Cybercriminals constantly develop new 

attack vectors, tactics, and techniques, making it essential for AI systems to continuously update their 

knowledge base to remain effective[21]. Unlike traditional rule-based security systems that require manual 

updates, AI-driven cybersecurity solutions leverage machine learning, reinforcement learning, feedback loops, 

adversarial training, and real-time threat intelligence to enhance their predictive capabilities and defense 

mechanisms [23]. 
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To maintain adaptive threat detection and response capabilities, AI security systems employ various 

continuous learning strategies: 

Reinforcement learning (RL) is a self-improving AI approach where models learn from their interactions with 

the environment. In cybersecurity, RL enables AI to: 

• Optimize threat detection algorithms by continuously refining classification rules based on real-world 

attack patterns. 

• Improve automated response mechanisms by learning which actions are most effective in mitigating 

threats. 

• Reduce false positives and negatives by dynamically adjusting detection thresholds based on past 

outcomes. 

For example, if an AI-driven Intrusion Detection System (IDS) initially misclassifies a new malware variant 

as benign, RL allows it to adjust its decision-making after receiving feedback from security analysts or 

automated forensic analysis. 

AI-powered cybersecurity systems use continuous feedback loops to refine their understanding of cyber 

threats. These loops involve: 

• Human-AI Collaboration: Security analysts provide feedback on AI-generated alerts, helping the 

model improve its accuracy. 

• Automated Self-Learning: AI cross-references detected threats with historical attack data and adapts 

its detection models accordingly. 

• Integration with Security Information and Event Management (SIEM) Systems: SIEM platforms 

aggregate real-time security logs, allowing AI to adjust its threat detection parameters based on newly 

emerging incidents. 

By leveraging feedback loops, AI can continuously refine its ability to differentiate between legitimate 

activities and security threats, reducing the risk of false alarms. 

Cyber adversaries frequently employ adversarial machine learning techniques to evade AI-based security 

solutions. To counter this, AI systems undergo adversarial training, where models are exposed to simulated 

attacks and deceptive tactics to enhance their robustness [19][20]. This includes: 

• Training AI with manipulated or obfuscated attack patterns to help it recognize adversarial tactics, 

such as polymorphic malware and evasion techniques. 

• Enhancing AI’s resistance to adversarial perturbations in phishing emails, malicious URLs, and 

encoded malware payloads. 

• Using Generative Adversarial Networks (GANs) to create synthetic attack scenarios, allowing AI to 

learn from realistic cyber threats. 

By exposing AI models to realistic cyberattack simulations, adversarial training ensures that they remain 

resilient against advanced evasion techniques and obfuscation strategies employed by attackers. 

Continuous learning in AI-driven cybersecurity also relies on real-time threat intelligence updates from 

multiple sources, such as: 

• Global cybersecurity research organizations (e.g., MITRE ATT&CK, Open Threat Exchange, Virus 

Total). 

• Dark web monitoring tools that track underground cybercriminal activities, leaked credentials, and 

hacker forums. 

• Government and industry-specific threat intelligence feeds that provide up-to-date information on 

emerging threats and attack methodologies. 
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AI security systems ingest, analyze, and incorporate these intelligence updates into their threat models, 

enabling them to detect previously unknown attack vectors, zero-day vulnerabilities, and newly identified 

malware strains before they spread widely[22]. 

By incorporating continuous learning, AI-driven cybersecurity solutions can: 

• Predict Future Attacks: AI can analyze past cyberattack trends to forecast potential future threats, 

allowing organizations to implement proactive defense measures before an attack occurs. 

• Adapt to New Malware Variants: With evolving malware strains constantly being released, continuous 

learning ensures that AI security solutions remain effective against previously unseen threats. 

Improve Behavioral Analytics: AI refines its User and Entity Behavior Analytics (UEBA) models over time, 

learning from evolving patterns of normal vs. suspicious activities to enhance insider threat detection. 

Reduce False Positives and Alert Fatigue: AI dynamically adjusts its threat detection models to minimize false 

alerts, ensuring that security teams focus only on legitimate threats [24],[25]. AI continuously refines its 

Security Orchestration, Automation, and Response (SOAR) integrations, improving the speed and accuracy 

of automated incident containment.AI-driven continuous learning provides long-term security advantages, 

including Resilience Against Advanced Threats AI adapts to emerging cyber threats, preventing adversaries 

from exploiting outdated detection models [26].  

Scalability and Efficiency: AI-powered cybersecurity systems automatically scale to protect organizations 

without constant manual intervention. Continuous learning reduces the need for frequent manual security 

updates, lowering cybersecurity maintenance costs. AI-powered threat detection and response capabilities 

continuously evolve to counter new attack tactics in real time [27]. 

 

Figure 6: Continuous Learning 

Conclusion 

AI-driven cybersecurity solutions have revolutionized threat detection and response by enabling proactive security 

measures, minimizing the impact of cyberattacks, and reducing dependency on human intervention. The integration of 

machine learning models allows for real-time anomaly detection, automated threat mitigation, and adaptive security 

strategies. AI-powered cybersecurity frameworks enhance resilience against sophisticated cyber threats, ensuring faster 

and more efficient responses. Additionally, continuous learning mechanisms enable AI to evolve with emerging threats, 

making it a crucial component in modern cybersecurity strategies. As cyber threats continue to grow in complexity, 

organizations must embrace AI-driven security frameworks to maintain a robust and adaptive defense posture. Future 

advancements in AI and machine learning will further enhance cybersecurity capabilities, ensuring a secure and resilient 

digital environment. 



 

COMPUTING INNOVATIONS AND APPLICATIONS 
10 

 

Reference: 

[1] Abrahams, T., Ewuga, S., Dawodu, S., Adegbite, A., & Hassan, A. (2024). A REVIEW OF CYBERSECURITY STRATEGIES 

IN MODERN ORGANIZATIONS: EXAMINING THE EVOLUTION AND EFFECTIVENESS OF CYBERSECURITY 

MEASURES FOR DATA PROTECTION. Computer Science & IT Research Journal. https://doi.org/10.51594/csitrj.v5i1.699. 

[2] Ande, R., Adebisi, B., Hammoudeh, M., & Saleem, J. (2020). Internet of Things: Evolution and technologies from a security 

perspective. Sustainable Cities and Society. https://doi.org/10.1016/J.SCS.2019.101728. 

[3] Ozkan-Okay, M., Akin, E., Aslan, Ö., Kosunalp, S., Iliev, T., Stoyanov, I., & Beloev, I. (2024). A Comprehensive Survey: 

Evaluating the Efficiency of Artificial Intelligence and Machine Learning Techniques on Cyber Security Solutions. IEEE Access, 

12, 12229-12256. https://doi.org/10.1109/ACCESS.2024.3355547. 

[4] K. K. R. Yanamala, “Predicting employee turnover through machine learning and data analytics,” AI, IoT and the Fourth 

Industrial Revolution Review, vol. 10, no. 2, pp. 39–46, Feb. 2020. 

[5] Rangaraju, S. (2023). AI SENTRY: REINVENTING CYBERSECURITY THROUGH INTELLIGENT THREAT 

DETECTION. EPH - International Journal of Science And Engineering. https://doi.org/10.53555/ephijse.v9i3.211. 

[6] Benzaid, C., & Taleb, T. (2020). AI for Beyond 5G Networks: A Cyber-Security Defense or Offense Enabler?. IEEE Network, 

34, 140-147. https://doi.org/10.1109/MNET.011.2000088. 

[7] Truong, T., Diep, Q., & Zelinka, I. (2020). Artificial Intelligence in the Cyber Domain: Offense and Defense. Symmetry, 12, 

410. https://doi.org/10.3390/sym12030410. 

[8] Samtani, S., Kantarcioglu, M., & Chen, H. (2020). Trailblazing the Artificial Intelligence for Cybersecurity 

Discipline. ACM Transactions on Management Information Systems (TMIS), 11, 1 - 19. 

https://doi.org/10.1145/3430360. 019-0109-1. 

[9] Taddeo, M., McCutcheon, T., & Floridi, L. (2019). Trusting artificial intelligence in cybersecurity is a double-edged sword. 

Nature Machine Intelligence, 1, 557 - 560. https://doi.org/10.1038/s42256- 

[10] K. K. R. Yanamala, “Comparative evaluation of AI-driven recruitment tools across industries and job types,” Journal of 

Computational Social Dynamics, vol. 6, no. 3, pp. 58–70, Aug. 2021. 

[11] Xin, Y., Kong, L., Liu, Z., Chen, Y., Li, Y., Zhu, H., Gao, M., Hou, H., & Wang, C. (2018). Machine Learning and Deep 

Learning Methods for Cybersecurity. IEEE Access, 6, 35365-35381. https://doi.org/10.1109/ACCESS.2018.2836950. 

[12] K. K. R. Yanamala, “Integration of AI with traditional recruitment methods,” Journal of Advanced Computing Systems, vol. 

1, no. 1, pp. 1–7, Jan. 2021. 

[13] Sarker, I., Furhad, M., & Nowrozy, R. (2021). AI-Driven Cybersecurity: An Overview, Security Intelligence Modeling and 

Research Directions. SN Computer Science, 2. https://doi.org/10.1007/s42979-021-00557-0. 

[14] Timmers, P. (2019). Ethics of AI and Cybersecurity When Sovereignty is at Stake. Minds and Machines, 29, 635 - 645. 

https://doi.org/10.1007/s11023-019-09508-4. 

[15] Sarker, I., Sarker, I., Kayes, A., Badsha, S., Alqahtani, H., Watters, P., & Ng, A. (2020). Cybersecurity data science: an 

overview from machine learning perspective. Journal of Big Data, 7. https://doi.org/10.1186/s40537-020-00318-5. 

[16] Handa, A., Sharma, A., & Shukla, S. (2019). Machine learning in cybersecurity: A review. Wiley Interdisciplinary Reviews: 

Data Mining and Knowledge Discovery, 9. https://doi.org/10.1002/widm.1306. 

[17] Rhode, M., Burnap, P., & Jones, K. (2017). Early Stage Malware Prediction Using Recurrent Neural Networks. Comput. Secur., 

77, 578-594. https://doi.org/10.1016/j.cose.2018.05.010. 

[18] Neelakrishnan, P. (2024). AI-Driven Proactive Cloud Application Data Access Security. International Journal of Innovative 

Science and Research Technology (IJISRT). https://doi.org/10.38124/ijisrt/ijisrt24apr957. 

[19] Ren, K., Zheng, T., Qin, Z., & Liu, X. (2020). Adversarial Attacks and Defenses in Deep Learning. Engineering. 

https://doi.org/10.1016/j.eng.2019.12.012. 

[20] Pochu, S., & Nesru, S. R. K. (2024). Enhancing Quality Assurance with Machine Learning: A Predictive Approach to Defect 

Tracking and Risk Mitigation. Bulletin of Engineering Science and Technology, 1(03), 125-136. 

[21] Sarker, I., Furhad, M., & Nowrozy, R. (2021). AI-Driven Cybersecurity: An Overview, Security Intelligence Modeling and 

Research Directions. SN Computer Science, 2. https://doi.org/10.1007/s42979-021-00557-0. 

https://doi.org/10.1016/J.SCS.2019.101728
https://doi.org/10.1109/ACCESS.2024.3355547
https://doi.org/10.1016/j.eng.2019.12.012
https://doi.org/10.1007/s42979-021-00557-0


 

COMPUTING INNOVATIONS AND APPLICATIONS 
11 

 

[22] P, A., Dorothy, A., Kamalraj, N., Pundir, S., Verma, S., & Jakka, G. (2023). Real-Time Intelligent Information Protection 

Using AI and Machine Learning Model. 2023 Eighth International Conference on Science Technology Engineering and 

Mathematics (ICONSTEM), 1-5. https://doi.org/10.1109/ICONSTEM56934.2023.10142296. 

[23] Pochu, S., & Nersu, S. R. K. (2024). Securing Agile Development: A Framework for Integrating Security into the Software 

Lifecycle. Bulletin of Engineering Science and Technology, 1(03), 77-88. 

[24] Srinivas, N., Mandaloju, N., & Nadimpalli, S. V. (2024). Overcoming Challenges in Salesforce Lightning Testing with AI 

Solutio Mandaloju, N., kumar Karne, V., Srinivas, N., & Nadimpalli, S. V. Enhancing Salesforce with Machine Learning: Predictive 

Analytics for Optimized Workflow Automation ns. Journal of Advanced Computing Systems, 4(4), 1-12. 

[25] Pochu, S., Nersu, S. R. K., & Kathram, S. R. (2024). Multi-Cloud DevOps Strategies: A Framework for Agility and Cost 

Optimization. Journal of Artificial Intelligence General science (JAIGS) ISSN: 3006-4023, 7(01), 104-119. 

[26] Srinivas, N., Mandaloju, N., & Nadimpalli, S. V. (2024). Overcoming Challenges in Salesforce Lightning Testing with AI 

Solutions. Journal of Advanced Computing Systems, 4(4), 1-12. 

[27] kumar Karne, V., Mandaloju, N., Srinivas, N., & Engineer, S. V. N. S. C. Business & Social Sciences. 

 

 

 

https://doi.org/10.1109/ICONSTEM56934.2023.10142296

